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Annual Security Reviews and Library Staff

Abstract:

It is sometimes said that a network's weakest point is its users. By having mandatory review sessions for all staff and student employees who access any of your networked resources, you can strengthen your network security. This briefing will share what was learned when the University of Nebraska - Lincoln Libraries started their annual computing review process that covered both the rules and the reasoning behind those rules that promote a more secure networked environment.
The University of Nebraska – Lincoln Libraries recently instituted a mandatory annual review of network security policies and best practices for all of its staff members, and any student employee who use the network or the integrated library system as part of their normal duties.

Our recent sessions included the following topics:

· Current policies for the college or the University regarding network or computer use.

· An overview of spyware and why you can’t trust little purple gorillas.

· An overview of email spoofing and how viruses are using it.

· What procedures to follow if there is a virus attack.
· What makes a good password, and why where you store your passwords is just as important.
Along the way we learned some things helped us adjust the way we handled our sessions.
· Emphasis on how these policies and procedures can help them as users of the computers and not just the IT staff meant more buy-in to the policies.
· Allowing staff members to speak about their own clashes with spyware and viruses to show that it could happen to anybody at anytime.

· Doing more small-group or one-on-one sessions with the “Millennial” or “Net Generation” allowed them to tell us what they knew and we simply filled in the gaps, which held their interest better than the large group “lecture” style.

Information technology personnel try their best to lock down, freeze, or otherwise protect the computers from being compromised, but there needs to be some assistance from the users themselves.  We can no longer “protect them from themselves” as there are many things that may sneak it through holes or inadvertently by user action.
