Bringing Bits to the User:
BitCurator and BitCurator Access

Christopher (Cal) Lee
UNC School of Information and Library Science

Coalition for Networked Information (CNI) Membership Meeting
December 14-15, 2015
Washington, DC

BitCurater Access

' S The Andrew W. Mellon
o e Foundation

- F

I T
HETIS



What are we to do with this  stuff?

Source: ADigital Forensi O ai
Blog: ULCC Digital Archives Blog.
http://dablog.ulcc.ac.uk/2011/07/04/forensics/



Goals When Acquiring Materials

A Ensure integrity of materials

A Allow users to make sense of materials
and understand their context

A Prevent inadvertent disclosure of sensitive
data



Fundamental Archival Principles

Provenance ARefl ect fAlife historyo
A Records from a common origin or source should
be managed together as an aggregate unit

Original Order  Organize and manage records in ways that reflect
their arrangement within the creation/use
environment

Chain of AfiSuccession of offices
Custody materials from the molme
A Ideal recordkeeping systemwo ul d pr ov i
unbl emi shed | ine of res

1. Pearce-Moses, Richard. A Glossary of Archival and Records Terminology. Chicago, IL: Society of American
Archivists, 2005.

2. Hilary Jenkinson, A Manual of Archive Administration: Including the Problems of War Archives and Archive
Making (Oxford: Clarendon Press, 1922), 11.



Bit digital Is different.

See:
Lee / K NXA a DigithURBaNdn bs® &
Communication Mediatio® € Handbook of
Technical Communicatiprdited by Alexander
Mehler, Laurent Romary, andafyddGibbon,
507-530. Berlin: Mouton Desruyter 2012.



http://www.ils.unc.edu/callee/p507-lee.pdf

Digital Resources

- Levels of Representation

Level Label Explanation

8 Aggregation of objects Set of objects that form an aggregation that is meaningful
encountered as an entity

7 Object or package Object composed of multiple files, each of which could also
be encountered as individual files

6 In-application rendering As rendered and encountered within a specific application

5 File through filesystem Files encountered as discrete set of items with associate
paths and file names

4 Fil e as @Ar awqQBitstream encountered as a continuous series of binary
values

3 Sub-file data structure Di screte Achunko of data th

2 Bitstream through 1/0O Series of 1s and 0Os as accessed from the storage media

equipment using input/output hardware and software (e.g. controllers,

drivers, ports, connectors)

1 Raw signal stream through |Stream of magnetic flux transitions or other analog

I/O equipment electronic output read from the drive without yet interpreting

the signal stream as a set of discrete values (i.e. not
treated as a digital bitstream that can be directly read by
the host computer)

0 Bitstream on physical Physical properties of the storage medium that are

medium

interpreted as bitstreams at Level 1




Interaction Examples

Level

Aggregation of objects

gazette.govt.nz HOME  ABOUTUS  HOWTO SUBMIT  DEADLNES  HELP  CONTACTUS  FEEDBACK

Search all notices: Advanced search w Find a specific notice:

Enter a keyword jo Y- v :I Page number Or Matice number

Browse Gazette issues

n - 2014
B +No.124 Special: 2014 General Election - Election of List Candidates. );. PDF (68kb)

+No0.123 Special: 2014 General Election Amended Official Result for the Te Tai Tokerau Electoral )s. PDF (68kb)

District.
+No.122 Principal Edition, 9 October 2014 /"' PDF (261kb)
+No.121 Customs Edition, 7 October 2014. - PDF (55kb)
+No.120 Special: 2014 General Election Results of the Official Count, 4 October 2014. _\ PDF (206kb)
+No.119 Principal Edition, 2 October 2014 A PDF (414kb)
+No.118 Supplement: Financial Markets Authority: Authorised Futures Dealers Notices, 30 _\ PDF (69kb)

September 2014




Interaction Examples

Level

Aggregation of objects

gazette.govt.nz HOME  ABOUTUS  HOWTOSUBMIT ~ DEADLINES  HELP  CONTACTUS  FEEDBACK

Object or package

Search all notices: Advanced search ~ Find a specific notice:
I n_appllcatlon render Enter a keyword p Year v ] Page number Or  MNotice number
File through filesyste Browse Gazette issues
- 2014
+No.124  Special: 2014 General Election - Election of List Candidates. ,L PDF (68kb)
. ~ +No.123  Special: 2014 General Election Amended Official Result for the Te Tai Tokerau Electoral }. PDF (68kb)
File as il District.
Sub_f”e data structur +No.122 Principal Edition, 9 October 2014 I PDF (261kb)
+ No, foms Edition, 7 October 2014. ~

- No.120 Special: 2014 General Election Results of the Official Count, 4 October 2014. ,L PDF (206kb)

Bitstream through 1/C
equipment

4 2014 General Election Authorities/Other Electoral Act
Agencies of State

ocT

2014

2014206200 SO Preview

Raw signal stream tr
equipment

+No.119  Principal Edition, 2 October 2014 ) PDF (414kb)

Bitstream on physical medium




Interaction Examples

Level

Aggregation of objects

Object or package

In-application rendering

SPECIAL

File through filesystem

Fi |l e as Ar aw

Sub-file data structure \ Sl |
%"rm{" TR L!‘,!')‘-‘.\L@

Bitstream through 1/O

equipment New Zealand Gazette

) OF THURSDAY, 2 OCTOBER 2014
Raw signal stream through'1/C

equipment

Bitstream on physical medium




File System

A Access controls
A File names & identifiers
A File size (length)
A Where to find files in storage (sectors and clusters)
A MAC times
Modified T when the content was last changed

Accessed 1 time file was last accessed (by
person or software)

Changed 1 last time metadata changed

Created 1 (Implemented inconsistently, if at all,
across different file systems)



Interaction Examples

Level

Aggregation of objects

Object or package

In-application rendering

File through filesystem

Ly v gazette-files -
Gy
Organize » Include in library « Share with + Mew folder = - [ ﬂ
. r Favorites MName Date modified Type Size
'i_ NZGazettel 220ct14. pdf 10/12/2014 11:11 PM Adobe Acrobat Document 256 KB
i Libraries T Special_ElecRslts1200ct14,pdf 10/12/2014 11:11 PM Adobe Acrobat Document 202 KB
[ 2p P
'i. Supplement_Futures1185epld.pdf 10/12/2014 11:11 PM Adobe Acrobat Document 59 KB
- 1M Computer
*ii Metwork
3 items
L I =,

Fi |l e as Ar aw

Sub-file data structure

Bitstream through 1/O
equipment

Raw signal stream througt
equipment

Bitstream on physical med

BN Administrator: C\Windows\system32\cmd.exe

C:sUzersscalleesDesktopsgazette—files>dir ~a
Uolume in drive C is Windows
Uolume Serial Mumber is 4@92-DHABC

Directory of C:slsersscallee~Desktopsgazette—files

11:11 PHM <DIR> -
11:11 PHM <DIR>

11:11 PHM 261,686 NZIGazettel220ctld . pdf
1i:11 PH 206,831 Special ElecRelt=1200ctid.pdf
11:=11 PH 69,785 Supplement_Futures118Sepld.pdf
2 Filed{=> L37.342 hytes
2 Dir<s> 48.951.687.216 bhytes free

C:sUzersscalleesDesktopsgazette—files




Hex Dump

A A more compact and more humanly readable
way of conveying a stream of bits

A Uses hexadecimal notation

Each character represents one of 16 possible values
(0,1,2,3,4,5,6,7,8,9,A,B,C,D,E,F)
Conveniently, a series of two characters represented
in hexadecimal can represent exactly one byte (28 =
256 possible values) of data, because 162 = 256
A Hex dumps from computer s memory often used
for debugging or reverse engineering software

and for data recovery



In the BitCurator environment;

Pictures - B 1ty 4)) 8:16AM 2 BitCurator 4%

| | )
Computer . [ Home [EEETE @& - Q search
& Home

[i¥l Documents

i Downloads bc400px-1280Full. &, Open With Image Viewer
[ Music P @ open with Firefox Web Browser
D Pictures Open With Shotwell Photo Viewer
@ videos Open With Other Application...
oo BTN sk image Info .
- e | Calciatemos
Encrypt-Decrypt Filelnfo
Network e Show File Details Find Files J
[zl Browse Net... MakeLink  show File Type Open Browser as Root
Rename...,  show File Type (mime) Safe Mount
Eﬂoozitt(:) T Open Scripks Folder
Move to Trash

Revert to Previous Version...
Compress...
send To...

Properties

"bitcurator-grub.png” selected (43.3 kB)



Interaction Examples

Level

- 1 W) 11:22PM i

Aggregation of objects

@ - 0 special_ElecRslts1200ct14.pdFf - GHex

- 5 50 44 46 2D 31 2E 35 0D 25 E2 E3 0D OARPDF-1.5.%..... nI
ObjeCt or package 33 31 32 20 30 20 6F 62 6A 0D 3C 3C 69 6E[312 @ obj.<</Li
65 61 72 69 7A 65 64 20 31 2F 4C 20 36 30jearized 1/L 2060
: 33 31 2F 4F 20 33 31 34 2F 45 20 35 39 3831/0 314/E 50398
T : | 2F 4E 20 37 32 2F 54 20 32 30 35 34 2F 48)/N 72/T 205401/H =
In-application rendering 20 5B 20 34 38 39 20 33 36 34 5D 3E 65 6E| [ 489 364]>>.en Nebwork 51
64 6F 62 6A ©D 20 20 20 20 20 20 20 20 20[dobj .
20 20 @D OA 33 32 36 20 30 20 6F 62 3C 3¢/ ..326 0 obj.<<
. . 2F 44 65 63 6F 64 65 50 61 72 6D 73 2F 43|/DecodeParms<</C
File through filesystem 6F 6C 75 6D 6E 73 20 34 2F 50 72 65 63 74jolumns 4/Predict

Signed 8 bit: | 37 | Signed 32 bit: | 1178882085 | Hexadecimal: | 25

Unsigned 8 bit: | 37 | Unsigned 32 bit: | 1178882085 | Octal: | 045

Fil e as Ar a signed 16 bit: | 20517 | Float 32 bit: | 1.256404e+04 | Binary: | 00100101

Unsigned 16 bit: [ 20517 | Float 64 bit: [ 1.576101e-52 | Stream Length: [ 8 -+

Sub-file data structure

show little endian decoding ] show unsigned and float as hexadecimal

Offset: 0x0

Bitstream through 1/O
equipment

BitCurater

Raw signal stream throug |
equipment

Bitstream on physical medium




In BitCurator environment: Right Click on File or Directory and Calculate MD5

Pictures - B 1ty «4)) 8:26AM 2R BitCurator &t
b * @ Home | Pictures & v Q search
[& Home
Blicurater
[¥ Documents . —
[ Downloads bc400px-1280Full. m &, open wWith Image Viewer
; png
[ Music @ Open With Firefox Web Browser
T Pictures Open With shotwell Photo Viewer
[ videos Open With Other Application...

= File System Scripts [d  Disk Image Info >
[ T = P T |
= Trash - Calculate MD5 File Analysis J
EncryptDecrypt Filelnfo
Network Copy P . ryp- S
Show File Details Find Files J
lisi Browse Net... MakeLink  show File Type Open Browser as Root
Rename...  show File Type (mime) Safe Mount
Copy to View in Hexeditor .
Open Scripts Folder
Move to 2

Move to Trash

Revert to Previous Version...
Compress...
Send To...

Properties

"bitcurator-grub.png” selected (43.3 kB)



Calculate MD5 (Files and Directories) e B =B Ty 4 8:31AM R BitCurator {%

O}

Computer
& Home
K4 Desktop
i Documents
ii Downloads
[l Music
= p
IH videos
~_ File System
2 Trash

MNetwork

= Browse Net...

& Home | Pictures = Q, search

bc4oopx-1280Full. bitcurator-grub.png bitcurator-grub-

png new.png

@ Calculate MDS5 (Files and Directories)

Please choose the way you want the MD5 hash to be presented:
(1 file(s) selected)
Handling
@ Displayonscreen
1 Save ko file (che selected filename +.md5 extenion)

Cancel oK

"bitcurator-grub.png” selected (43.3 kB)



Calculate MD5 (Files and Directories) e B =2 Ty 4 8:30AM R BitCurator %

Computer +  |m Home | Pictures &= Q, search
[® Home

BitCurat@r
i Documents T

il Downloads bc400px-1280full. bitcurator-grub.png bitcurator-grub-
&l Music png new.png

[ Pictures
IH videos

~_ File System
2 Trash

@

E G

MNetwork

@ Calculate MDS5 (Files and Directories)
[= Browse Met...

The MD5 hash of the selected File:

[keb2622125be1231bch9babeeZ?942d /home/bcadmin/Pictures/bitcurator-grub.png ]

| Cancel ll OK ‘

%

H

"bitcurator-grub.png” selected (43.3 kB)



Interaction Examples

Level

Aggregation of objects

Object or package

In-application rendering

1] vin

File Actions

Dptions

Help

Zip - Management-curriculum.zip

=10 x|

- ==
O

= B ] = B ] {:'-JF 1 Y {01
& O © v &

i

v

Pl CpEn Favarites Add Extract Encrypt Wi Checkout  Wizard
Flle through ﬁlesystem =|"'.|-E-I'I'I'IE - | Type | Modified | Size | F.atio | Packed | Path
i rels #ML Document: 171719580 12:00 AM 590 59% 243 _rels,
;':ri [Content_Types].xml XML Docurment 1)1)1950 12:00 AM 1,445 74% ara
i".'r?r app.xml #ML Document: 171719580 12:00 AM 1,041 S0% 519 docProps)
. ;':ri core, xml ®ML Docurnent 1)1)1950 12:00 AM 633 48% 331  docPropsh
Fil e as N T a W (| e #ML Document 1/1/1980 12:00 AM 34,242 90% 3,454 word),
==
. i docurnent.zmlrels ®ML Docurnent 1)1)1950 12:00 AM 950 F2%: 265 word_rels)
SUb flle data structure i".'r?r FonkTable, xml #ML Document: 171719580 12:00 AM 1,831 72% 510 word),
i".'r?r numbering, xml #ML Document: 171719580 12:00 AM 6,306 &7% 845 word),
; ;':ri settings.xml ®ML Docurnent 1)1)1950 12:00 AM 1,833 E57% 791 waord),
Bitstream thrOUgh I/O i".'r?r styles,xml #ML Document: 171719580 12:00 AM 15,692 &87% 2,071 waord)
i 15 therme1  xm OCUMEn ' , ) , worditheme
equipmen } therme1 . xml %ML D £ 1/1/1930 12:00 AM 6,992 A 1,686 ditheme!
i".'r?r webSettings, xm #ML Document: 171719580 12:00 AM 260 28% 187  word),
Raw signal stream through \Selected 1 file, 34KE Total 12 files, 71KE 00

equipment

Bitstream on physical medium




---- ExifTool ----
ExifTool Version Number
---- System ----

File Name : IMG_20130823_151811.jpg
Directory : C:/Users/callee/Documents/images/digital-forensics-lab
File Size : 1785 kB

Example of EXIF Metadata from a JPEG File (Generated Using exiftool*)

19.38

File Modification Date/Time  : 2013:08:23 16:36:44-04:00

File Access Date/Time
File Creation Date/Time
File Permissions

:2013:10:14 17:13:02-04:00
: 2013:08:23 16:36:44-04:00
* TW-TW-Tw-

---- File ----

File Type : JPEG

MIME Type : image/jpeg

Exif Byte Order : Big-endian (Motorola, MM)
Image Width : 2592

Image Height 11944

Encoding Process
Bits Per Sample

Color Components

Y Cb Cr Sub Sampling
---- GPS ----

GPS Img Direction
GPS Img Direction Ref
GPS Latitude Ref
GPS Latitude

GPS Longitude Ref
GPS Longitude

GPS Altitude Ref

: Baseline DCT, Huffman coding
18
13
1 YCbCr4:2:0 (2 2)

183
: Magnetic North
: North
: 35 deg 55' 2.24"
: West
1 79 deg 2' 57.55"
: Above Sea Level

GPS Altitude :0m

GPS Time Stamp :19:18:06

GPS Processing Method : NETWORK
GPS Date Stamp :2013:08:23

---- IFDO ----

Orientation : Unknown (0)
Camera Model Name : Galaxy Nexus
Modify Date 2013:08:23 15:18:11
Y Cb Cr Positioning : Centered

Y Resolution 172

Resolution Unit :inches

X Resolution 172

Make : Samsung

---- ExifIFD ----

Create Date
Date/Time Original

:2013:08:23 15:18:11

:2013:08:23 15:18:11

Exif Version 1 0220

Flash Energy :0

Image Unique ID : OAELO1
Exposure Time 1117

ISO :125,0,0

Scene Type
Exposure Index

: Directly photographed
: undef

Components Configuration Y, Ch, Cr, -

F Number

1 2.8

Compressed Bits Per Pixel :0

Sensing Method
Exposure Program

: One-chip color area
: Aperture-priority AE

Aperture Value :2.6
Brightness Value :0

Subject Distance Range : Unknown
Shutter Speed Value 1 1/15
Subject Distance :0m
Saturation : Normal

Color Space : sSRGB
Contrast : Normal
Metering Mode : Multi-spot
Flashpix Version :

Exposure Compensation 10

Exif Image Height 1944

Max Aperture Value :2.6
Sharpness : Normal

Exif Image Width : 2592
Focal Length :3.4mm
Digital Zoom Ratio 01

Light Source : Fluorescent
Scene Capture Type : Standard
Flash : Off, Did not fire
Custom Rendered : Custom
White Balance : Auto
Exposure Mode : Auto

---- |IFD1 ----
Compression
Image Width
Image Height
Thumbnail Offset
Thumbnail Length
---- Composite ----
Aperture

GPS Altitude
GPS Date/Time
GPS Latitude
GPS Longitude
GPS Position
Image Size
Shutter Speed
Thumbnail Image
Focal Length
Light Value

. JPEG (old-style)
: 160
1120

: 1239

17164

1 2.8

: 0 m Above Sea Level
:2013:08:23 19:18:06Z
135 deg 55'2.24" N
179 deg 2' 57.55" W
: 35 deg 55'2.24" N, 79 deg 2' 57.55" W
: 2592x1944
1117
: (Binary data 7164 bytes, use -b option to extract)
:3.4 mm

1 6.7

*http://www.sno.phy.queensu.ca/~phil/exiftool/ (Also available through the BitCurator environment)



Jonathan Larson Fast Save Example

’ % File Edit View Insert Format Font Tools Window *
EEe ) 165796 7]
ol 10 [ m
ial =& === == F e 3 AN 43 T Tl

: T — it t ¢
FIND H

THE ONE SONG

BEFORE THE YIEUS TAEES HOLD i

THE BLORY i

LIKE A SUNSET i

ONE SONG il

B o o o e ok il

FOGER il

TIIE FLIES i

ANT THEN- WO WEED TO ENDURE ANYHOEE il

TIME DIES i

(A knock on the door)

07. LIGHT HY CANDLE
FOGER |

WHAT'D YOU FORGET?

(HE opens the door. HIHI stands, with & i

candle. )

Yage T3 [Normal+... ]ilim R BRI 3 [
00028b60 99 89 @9 2a 20 2a 31 2f 31 36

POGZBb7E 28 57 45 44 44 49 4o 47 4Af 4de

POG28h8@ 4f 46 41 53 4Ff 46 41 54 48 45

DOGZEL98 20 54 41 4b 45 53 20 48 4fF 4c

POQ28ba@ 59 4Ff 55 20 41 54 29 54 48 45

ORB2Ebb@ 27 4c 4c 20 54 52 59 20 41 4e

POBZBbc® 49 4e 43 45 20 52 4 47 45 52

BOAZ2Bbd@ 43 4c 4f 53 45 20 4f 4e 43 41

00028be@ 4c 50 44 69 73 73 20 50 &f 72

PROZBbT@ 4f 52 47 45 54 20 49 54 50 41

[
fr:]

FEYSUERY

F-9

NEFSESREEY
™

FIND

THE ONE SONG

BEFORE YOU ENTER THE LIGHT
THE GLORY

LIKE A SUNSET

ONE SONG

TO REDEEM THIS EMPTY LIFE

TIME FLIES
AND THEN- NO NEED TO ENDURE ANYMORE
TIME DIES

(A knock on the door)

THE DOOR

. LIGHT MY CANDLE

ROGER
WHAT'D YOU FORGET?

(HE opens the door. MIMI stands, with a

LT

36 4f 55 52 1...***1/16/960UR|
48 45 20 53 | WEDDINGOM THE SI
49 52 55 53 |0OFASODFATHE VIRUSI
45 45 54 20 | TAKES HOLDMEET |
48 4f 57 49 |YOU AT THE SHOWLI
43 4f 4e 56 |'LL TRY AMD COMVI
4F 2@ 47 4f |INCE ROGER TO GOI
49 2@ 48 45 ICLOSE ONCAN I HEI
72 27 73 46 ILPMiss Porter'sFi
2o 2a 2a 2a 10RGET ITPALIL****|

candle.)

http://www.nypl.org/blog/2011/04/22/no-day-today-look-jonathan-larsons-word-files



Interaction Examples

Level

Guymager o BB & 1) 4) 2:12PM 1L BitCurator % |

Aggregation of objec

o]l io d
Object or package ® Acquire image of /dev/sdb Documentarionsn

—File format

x - 0 GUYM4

Devices Misc He | ¢ Linux dd raw image (file extension .dd or .xxx)

I n 'ap pl |Cat| onren d er > ‘ J_| Rescan &+ Expert Witness Format, sub-format Guymager (file extension .Exx)

¢ Advanced forensic image (file extension .aff)

¥ splitimage files

Split size |204T IMiB "l

Serial
nr Case number | 1

File through filesyste | Evidencenumber [1
_ Examiner | BitCurator User
Description |A sample floppy disk image

VB45b1d326-9557

Notes |Additiona| notes go here
: ~ e — Destination
File as n
- Image directory | | fhome/bcadmin/Desktop/SampleData/

SUb'flle data StrUCtU J J Image filename (without extension) |sampleimage|

|«| | infofilename (without extension) | sampleimage

H Size Hash calculation ificati
) — / verification
Bitstream through \_/ Sector size
. Image file ¥ Calculate MD5 ™ Calculate SHA-1 ¥ Calculate SHA-256
I/O equipment Eument
q p Current speed ™ Re-read source after acquisition for verification (takes twice as long)

Started
Hash calculation ¥ Verify image after acquisition (takes twice as long)
Source verificatio
Image verificatior

Raw signal stream t Cancel Duplcate image... ||

I/O equipment

Bitstream on physica




KryoFlux

Level 0123456789 0123456789 A
Aggregat

.5
£.0
B.5
b.D
5.5

Object or

4.3

In-applici

L

GO ~J N A B i B e O

File throu

File 8 Wotor

Sub-file ¢ @ stream | |
. Error | AmigaDO5 sector image

Bitstreamn
equipmel

Rawsign_.. ___ -
I/O equipment

Bitstream on physical medium




Interaction Examples

Level

Aggregation of objects

Object or package

In-application rendering

File through filesystem

File as Arawo Db

Sub-file data structure

Bitstream through 1/O
equipment

Raw signal stream through I/O
equipment

Bitstream on physical
medium

Veeco Instruments. http://www.veeco.com/library/nanotheater_detail.php?type=application&id=78&app_id=34




Three Complicating Factors:

1. Medium Failure / Bit Rot
2.0Obsolescence

3. Volatility



Bit Rot

A Preventing measures can help (proper
storage and handling), but bits on a given
medium will eventual flip or become
unreadable

A Bit rot and advantages of newer media both
call for periodic refreshing and reformatting

A Ensuring the integrity of the bit stream  when
transferring from one medium to another is
extremely important



Obsolescence

Obsolete power corrupts obsoletely.
- Ted Nelson

The technology associated with interpreting the
representation at each of the layers can change
or become less available



Order of Volatility

A Some types of data change much more quickly and often
than others

A Important to recognize in order to recover data from a
computer system or media, while ensuring that actions
d o nniake irreversible changes to their record
characteristics

A Example: If the contents of the browser cache are
Important to you, capture the cache before using the
browser



Digital Forensics in Libraries,
Archives and Museums (LAMSs)

A In recent years, LAMs have been applying
various digital forensics methods, for

example:
use of write blockers
generation of disk images
applying cryptographic hashes to files
capture of Digital Forensics XML (DFXML)
scanning bitstreams for personally identifying
Information



Need for Adaptation of Digital Forensics
Tools and Tasks for LAMs

A Existing digital forensics tools provide
valuable functional It
fit well into primary workflows of LAMS.

A For example, LAMs are particularly

concerned with:
structure and persistence of metadata
provisions for providing public access to data

support for older technologies (e.g. floppy
disks, HFS)






H e rsavbat it looks like In libraries and
archives:



Stanford University Libraries and Academic
Information Resources (SULAIR)




British Library, London

JJ'




UNC School of Information and Library Science
(Manning 213)

)




Porter Olsen, Building a Digital Curation Workstation with BitCurator (update )
http://www.bitcurator.net/building  -a-digital -curation -workstation -with -bitcurator -update /



http://www.bitcurator.net/building-a-digital-curation-workstation-with-bitcurator-update/
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http://www.bitcurator.net/docs/bitstreams-to-heritage.pdf



From Code to Community:

Building and Sustaining BitCurator
through Community Engagement

A Product of the BitCurator Pr;'ije_ot
September 30, 2014

http://www.bitcurator.net/wp-content/uploads/2014/11/code-to-community.pdf



BitCurater

A Funded by Andrew W. Mellon Foundation
Phase 1: October 1, 201117 September 30, 2013

Phase 21 October 1, 20131 September 30,
2014

A Partners: School of Information and Library
Science (SILS) at UNC and Maryland Institute for
Technology in the Humanities (MITH)



A Cal Lee, PI

A Matt Kirschenbaum, Co-PI

A Kam Woods, Technical Lead

A Porter Olsen, Community Lead

A Alex Chassanoff, Project
Manager

A Sunitha Misra, Software
Developer (UNC)

A Kyle Bickoff, GA (MITH)
A Amanda Visconti, GA (MITH)




To To o To Po o T Do To Do

Two Groups of Advisors

Bradley Daigle, University of Virginia Library
Erika Farr, Emory University

Jennie Levine Knies, University of Maryland
Jeremy Leighton John, British Library

Leslie Johnston, US National Archives and
Records Administration

Naomi Nelson, Duke University

Erin O0Meara, Gates Arc
Michael Olson, Stanford University Libraries
Gabriela Redwine, Beinecke, Yale University
Susan Thomas, Bodleian Library, University of
Oxford

To To Do To To Do o I

Barbara Guttman, National Institute of Standards
and Technology

Jerome McDonough, University of lllinois

Mark Matienzo, Digital Public Library of America
Courtney Mumma, Artefactual Systems

David Pearson, National Library of Australia
Doug Reside, New York Public Library

8eth Shaw, University Archives, Duke University
William Underwood, Georgia Tech




BitCurator Goals

A Develop a system for collecting professionals
that incorporates the functionality of open-
source digital forensics tools

A Address two fundamental needs not usually
addressed by the digital forensics industry:

Incorporation into the workflow of LAM ingest
and collection management environments

Provision of public access to the data



BitCurator Environment*

A Bundles, integrates and extends functionality of open source
software

A Can be run as:

Self-contained environment (based on Ubuntu Linux)
running directly on a computer (download installation 1SO)

Self-contained Linux environment in a virtual machine using
e.g. Virtual Box or VMWare

As individual components run directly in your own Linux
environment or (whenever possible) Windows environment

A Weol I be |l ooking at specific

*To read about and download the environment, see: http://wiki.bitcurator.net/



BitCurator-Supported Workflow

Imaging (aimage, guymager)

Additional supported output formats

u Split raw

‘ E01 |

Y
| Capture and image metadata
AFF packaged imagel >

Log, device info

Acquisition

'y
»
Filesystem metadata extraction (fiwalk)

'Filesvstem report, DFXML

File <-> disk block map

Y
Image analysis (private, sensitive infa) ) . )
> Bulk Extractor ——<Human-readable reporting scripts [ plug-in
¢ A
Annotated feature file
A J

Reports: file distribution, sensitive info, hashes, etc.
Exported as PDF, .xlsx, plain text as appropriate

Analysis (accounts, filesystem activity) |
>

Analysis (file similarity, deduplication) |
>

reg2xml (and similar) XML dump of registry

v

Reports: user accounts, device usage, environment
Exported as PDF, .xlsx, plain text as appropriate

sdhash

"

Reports: locations, status of similar files
Exported as PDF, .xlsx, plain text as appropriate

Redaction of disk image

Y

Ruleset (patterns,
hashes, etc) describing Python redaction scripts
what to redact

Metadata export,

A

y

Python (Ixml) export scripts) }7

A

METS, MODS, EAD as required by user

A Acquisition

A Reporting

A Redaction

A Metadata Export

Reporting h

Redaction

Metadata export

See: http://bitcurator.net



Ubuntu Desktop

Computer

Imaging Tools

Forensics Tools

Additional Tools

Shared Fof;jers and
Media

) E fy 41 4:04PM 2 BitCurator 1%

[ — T
L
Documentation and
Help

o

Network Servers

BitCurater

() @ &P [ vl {0} | (3 (3] Left 38




BitCurator Consortium

A Continuing home for hosting, stewardship and
support of BitCurator (and BitCurator Access)
tools and associated user engagement

A Administrative home: Educopia Institute
A Funding based on membership dues

A Institutions as members, with two categories of
membership: Charter and General

A The most important member benefit is
assurance that the BitCurator software will
persist in future years

http://www.bitcurator.net/bitcurator-consortium/



http://www.bitcurator.net/bitcurator-consortium/

BitCurater

CONSORTIUM

Membership is open to libraries, archives, museums, and other institutions worldwide

Member Login | Search Q
About Us ~ Why Digital Forensics = Using BitCurator =  Get Involved ~
S B 1
A Growing
Community

that seek a collaborative community within which they may explore and apply
forensics approaches and solutions to their digital collections.

How to Use BitCurator

* Acquire and process digital collections.
« Maintain the original order of digital maternials.

= Survey the extent and composition of digital collections.

* Redact personally identifiable information.
Extract technical and preservation metadata.
Package digital materials for archival storage.

Learn more about getting started.

How our members are using BitCurator

Member Benefits

& Use of the members-only BCC mailing list and help desk

» Access tothe members-only videos and documentation

» Prioritized reguests for BitCurator feature development

» Opportunities to serve onthe BCC committess

= oting rights for community governance

* Professional development opportunities

# Discounts for events including the BitCurator User
Forum &

Membership is open =

The BitCurator Consortium
provides spaces for members to
share documentation, develop
their skills, and improve the
BitCurator environment.

Members
MchMaster A
University

Penn 5tate
University

Massachusetts
Institute of
Technology

Duke University

The University of
Maryland, MITH

Stanford University
Yale University

The University of
kanchester Library

University of
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Write Blocking T One-Way Streets for Data

A Ensures that data can be read from the device, but
no bits can be changed

ADoesnoOoOt Just prevent <chan
user but also changes made by the system

A Options for write blocking (in order of most to least
certain to prevent writes to the drive):

Dedicated write blockers
Writing blocking tabs or settings
on the device itself
Software-based write blocking

Image source: http://thinng.com/1555-one-way-sign-seat



Dedicated Hardware Write Blockers

Z=TABLEAU Forensic FireWire Brid:

&




5.25Inch Floppyi I f | 1 ght ¢ annogwrite
protected

Thesa black Wiite Protact Tabs should ba
usad when you do not want stoned infior-
mation on your disk to be changed or lost
accidentalky
Slmply cover the Write Enable Notch by
taking 1 black tab and wrapping It around
the notch.

l l l D Ei g::glu

Moich
http://en.wikipedia.org/wiki/File:Floppy_tabs_3x2.jpg




3.5 Inch Floppy T If light can get through, it
IS write protected

B
Media Cover

Paper Label

Hard Cover Jacket

Write Protect Tab

http://www.techmint.info/2009/09/security-write-protecting-floppy-disks.htmi




Example of Software Write Blocking i Mounted Devices set to Read-Only by Default
Ubuntu Desktop 13 == «)) 12:50PM %

x — 0O System Mount Policy
CAUTION! You are about to set the system-wide mount policy to:
WRITEABLE

Click CANCEL to remain in the READ-ONLY state. Currently

: mounted volumes will not be affected until remounted.
Imaging Tools
Cancel

Forensics Tools

Accession Tools

Additional Tools

BitCurater

Shared Folders and
Media




Getting below the File System 1 Low-Level
Copying

A Getting an image of a storage medium involves working
at a level below the file system
A Can get at file attributes and deleted files not visible through higher-
level copy operations
A Most commonly used tool is dd (or variant) - UNIX program
for low-level copying and conversion of data from a storage
device

A More specialized tools for creating forensic images include:
A FTK Imager
A Guymager
A Imaging utilities in commercial applications (e.g. EnCase)



Main Acquisition Interface for Guymager

Guymager

Devices
PErsana...
Computer
M Home

i Deskbop
4" Documerits

DM e

o
1 o

7

=
]

VEfofed265-TRIIaad

L
2

i

B e Ty O

Imaging Tools .-

Documentation and
Helg

Mely

Acquire image of fdev/ s

4:44 P

 File farmat

 Linux dd raw mage (file extension .dd or o)

F Spfit image Nies
& Expert Witness Formaf. sub-format Guymager (file extension Exxl

¢ Advanced foransic image (Fle extansion af) spit size [20a7 — [wwis 3]
Case numbar |
Evidence numbser |

Exarminer |
Description |
Hoites. [vBz-01700376

Image directory I |7

Image filenama iwithout extension] |

Sige
Sactor size
Image file
Inda Fle

Hash calculation
Saurce verification
Image verification

Infio filenamae (without extension) |

- Hash calculatmn | werification

[+ Caloulabe MOS I Calculabe SHA-256
[T Re-read scurce after acquisition for venification (takes tasce as long)
¥ erify image after acquisition (takes twice as lang)




Desktop - B = 13 «)) 8:41AM 1 BitCurator *

omputer . | |
[
Comp sl Home & Desktop & =) Q search
& Home
1 3y
= wdl wdl l® -
L3l]
[l Documents - . . Open e |
Additional Tools Documentation and Forensics E-WO '
|£i Downloads Help ) o e -
i Musi Open With Other Application...
usic
; Show AFF Info D age InFo ’
m Pictures ow EO 0 File Analysis > T
i@ videos nps-2010-emails. FileInfo =
~_ File System EO1 Find Files L >
T Trash Open Browser as Root Make Link
Network Safe Mount Rename...
Copy to »
=l Browse Net... Open Scripts Folder o
Move to »
Move to Trash
Revert to Previous Version...
Compress...
Send To...
Properties

"charlie-work-usb-2009-12-11.E01" selected (9.3 MB)



EnCase Disk Image Info
Computer
s Home
= Desktop
[l Documents
£l Downloads
[l Music
[m] Pickures
[H videos
~_ File System
& Trash

MNetwork

[zl Browse Net...

¢

- B = T3 ) 843AM 2 BitCurator il

® Home = Desktopl & =) Q search
[ % EncCase Disk Image Info 331
il L]
ewfinfo 20130416 charlie-work-ush-
2009-12-11.E01

Acquiry information
Acquisition date: Wed Jan 19 12:09:18 2011
System dake: Wed Jan 19 12:09:18 2011
Operating system used: Linux
Software version used: 20100226
Password: N/A

EWF information
File Format: EnCase 6
Sectors per chunk: 64
Error granularity: 64
Compressionmethod: deflate
Compression level: best compression
Set identifier:

Media information
Media type: fixed disk
Is physical: yes
Bytes per sector: 512
Number of sectors: 2068480
Media size: 1010 MIB (1059061760 bytes)

Digest hash information
MD5: 9c0de6cB532d7a66ddcFO1861dFb6535

4eb6701d-6cf0-2f4a-a0c6-0cb5d5e20959

| Cancel ]l_g_

"charlie-work-usb-2009-12-11.E01" selected (9.3 MB)



Two Ways to Interact with Disk Images

A Mount them like regular drives:
Disk Utility in Mac OS X (for ISO images)
ewfmount
MagicDisc (for ISO images)
OSFMount

BitCurator (mounting scripts built into the
environment)

A Inspect them as forensic objects
FTK Imager
The Sleuth Kit (TSK)
BitCurator (Disk Image Access tool)



Mounting a Forensically Packaged Disk Image in the BitCurator
Environment

Ubuntu Desktop L B = fy 40) 433PM 2 BitCurator 4%

[——
3

Computer Documentation and
Help

= Open
Open With Other Application...
Scripts Disk Image Info Network Servers

@ :i:efu;alysis 4
[r— ile Info
- Y Find Files »
Imaging Tools Make Link Mount Disk Image
Rename... Open Browser as Root -2 B = 1y 4) 4:35PM R BitCurator it
_- Copyto *|  safe Mount
_ Move to * Unmount Disk Image

[— =
L

Documentation and
Help

Send To... N ,
Ccompress... Jjo-work-usb-2009-

i i 12-11.E01
Revert to Previous Version...

Network Servers

Forensics Tools Move to Trash Open Scripts Folder

Resize Icon...
Restore Icon's Original Size

Properties

® - 0 jo-work-usb-2009-12-11_vol2

Devices + | jo-work-usb-2009-12-11_vol2 v @0 b Q search
— UNTITLED 1

Computer

sl Home
) @ P ) v [ (3 (%] Left 3 EDESktDp

Forensic i Documents i 2

[ Downloads

Papers1 Papersz2 Papers3

L

_ Papers4 Papers5 Papers6
— EI Music
- (@] Pictures 2 2
Additional Tools @ Vvideos

Zjo-work-... &

~_ File System
2 Trash 2 2

Papers10 Papers11 Papers12

)
o
b=
m
=
v
~
)
o
b=
m
=
v
o
)
o
” U”
m
=
v
0

jo-work-usb-2009- Network
1211 vol2 = Browse Net...

Bl @ BLeftr




Exporting Files from a Disk Image

— =1 ) 12:14AM

Forensics Tools

® -
< >

M Home | Desktg

Places

@ 0 o

™ Home
[l Desktop BitCurator Disk Curator Mounter BitCurator Bulk Extractor
Image Access Reporting Tool Viewer
[ Documents
< Downloads =1 -
3 Music = [
. pyExifToolGUI SDHash (file ssdeep (fuzzy
@ Pictures similarity) hashes)
H videos

1 Trash
Devices

[® computer

Network

) 1:20PM %

22 Browse Network

@ - o Disk Image Access Interface

=54 «0

B connect to Server

File System: -, Image Info
Entries in bold are directories
Entries in red are unallocated/deleted Ffiles Meaia typle: fixed disk
. Is physical: yes
v Dlsk_lmage. /home/beadmin/Desktop/jo-work-usbh-2009-12-1... Bytes per sector: 512
["] UNTITLED 1 (Volume Label Entry) Number of sectors: 256000
. Trash Media size: 125 MiB
— -Trashes {131072000 bytes)
Forensics Tools L] _scoo009.JPG
» . Trashes Digest hash information
[a— i MD5:
_— > -Spotlight-V100 8f23279deb398c3245629298bcafc1bd
b [} _5€00010.JPG
Additional Tools —
[} _sco0011.JPG
[ cat.mov
E [J ._cat.mov Messages ®
Shared Folders and M i
Media — MontereyKittyHQ.mav fhome/bcadmin/Desktop/jo-work- =
[ ] ._MontereyKittyHQ.m4v usb-2009-12-11.E01
> fseventsd . )
. >> Generating DFXML file
[} _IGGER~1.M4V /home/bcadmin/.bcfa/jo-work-
[] . TiggerTheCat.mav usb-2009-12-11.£01_dfxml.xml
[ cat.mav
[ ._cat.mdv

[ TiggerTheCat copy.mév >> Success!!! Fiwalk created DFXML file

[ ._TiggerTheCat copy.mav
[ _scoo012.4PG i

Qoo lml @ FLefte 4




ldentifying Potentially Sensitive Data using Bulk Extractor - Scanning Options

See: http://www.forensicswiki.org/wiki/Bulk extractor




