
Bringing Bits to the User: 

BitCurator and BitCurator Access
Christopher (Cal) Lee

UNC School of Information and Library Science

Coalition for Networked Information (CNI) Membership Meeting

December 14-15, 2015

Washington, DC

The Andrew W. Mellon 

Foundation



What are we to do with this stuff?

Source: ñDigital Forensics and creation of a narrative.ò Da 

Blog: ULCC Digital Archives Blog. 

http://dablog.ulcc.ac.uk/2011/07/04/forensics/



Goals When Acquiring Materials

ÂEnsure integrity of materials

ÂAllow users to make sense of materials 

and understand their context

ÂPrevent inadvertent disclosure of sensitive 

data



Fundamental Archival Principles

Provenance ÅReflect ñlife historyò of records

ÅRecords from a common origin or source should 

be managed together as an aggregate unit

Original Order Organize and manage records in ways that reflect 

their arrangement within the creation/use 

environment

Chain of 

Custody

ÅñSuccession of offices or persons who have held 

materials from the moment they were createdò1

Å Ideal recordkeeping system would provide ñan 

unblemished line of responsible custodyò2

1. Pearce-Moses, Richard. A Glossary of Archival and Records Terminology. Chicago, IL: Society of American 

Archivists, 2005.

2. Hilary Jenkinson, A Manual of Archive Administration: Including the Problems of War Archives and Archive 

Making (Oxford: Clarendon Press, 1922), 11.



Bit digital is different.

See: 
LeeΣ /ƘǊƛǎǘƻǇƘŜǊ !Φ άDigital Curation as 

Communication MediationΦέ Lƴ Handbook of 
Technical Communication, edited by Alexander 
Mehler, Laurent Romary, and DafyddGibbon, 
507-530. Berlin: Mouton De Gruyter, 2012. 

http://www.ils.unc.edu/callee/p507-lee.pdf


Level Label Explanation

8 Aggregation of objects Set of objects that form an aggregation that is meaningful 

encountered as an entity

7 Object or package Object composed of multiple files, each of which could also 

be encountered as individual files

6 In-application rendering As rendered and encountered within a specific application

5 File through filesystem Files encountered as discrete set of items with associate 

paths and file names

4 File as ñrawò bitstreamBitstream encountered as a continuous series of binary 

values

3 Sub-file data structure Discrete ñchunkò of data that is part of a larger file

2 Bitstream through I/O 

equipment

Series of 1s and 0s as accessed from the storage media 

using input/output hardware and software (e.g. controllers, 

drivers, ports, connectors)

1 Raw signal stream through 

I/O equipment

Stream of magnetic flux transitions or other analog 

electronic output read from the drive without yet interpreting 

the signal stream as a set of discrete values (i.e. not 

treated as a digital bitstream that can be directly read by 

the host computer)

0 Bitstream on physical 

medium

Physical properties of the storage medium that  are 

interpreted as bitstreams at Level 1

Digital Resources - Levels of Representation
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Â Access controls

Â File names & identifiers

Â File size (length)

ÂWhere to find files in storage (sectors and clusters)

ÂMAC times

ÃModified ïwhen the content was last changed

ÃAccessed ïtime file was last accessed (by 

person or software)

ÃChanged ïlast time metadata changed

ÃCreated ï(implemented inconsistently, if at all, 

across different file systems) 

File System
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Â A more compact and more humanly readable 
way of conveying a stream of bits

ÂUses hexadecimal notation
ÃEach character represents one of 16 possible values 

(0,1,2,3,4,5,6,7,8,9,A,B,C,D,E,F)

ÃConveniently, a series of two characters represented 
in hexadecimal can represent exactly one byte (28 = 
256 possible values) of data, because 162 = 256

ÂHex dumps from computer s memory often used 
for debugging or reverse engineering software 
and for data recovery

Hex Dump



In the BitCurator environment:
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In BitCurator environment: Right Click on File or Directory and Calculate MD5
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Example of EXIF Metadata from a JPEG File (Generated Using exiftool*)

---- ExifTool ----

ExifTool Version Number         : 9.38

---- System ----

File Name                       : IMG_20130823_151811.jpg

Directory                       : C:/Users/callee/Documents/images/digital-forensics-lab

File Size                       : 1785 kB

File Modification Date/Time     : 2013:08:23 16:36:44-04:00

File Access Date/Time           : 2013:10:14 17:13:02-04:00

File Creation Date/Time         : 2013:08:23 16:36:44-04:00

File Permissions                : rw-rw-rw-

---- File ----

File Type                       : JPEG

MIME Type                       : image/jpeg

Exif Byte Order                 : Big-endian (Motorola, MM)

Image Width                     : 2592

Image Height                    : 1944

Encoding Process                : Baseline DCT, Huffman coding

Bits Per Sample                 : 8

Color Components                : 3

Y Cb Cr Sub Sampling            : YCbCr4:2:0 (2 2)

---- GPS ----

GPS Img Direction               : 83

GPS Img Direction Ref           : Magnetic North

GPS Latitude Ref                : North

GPS Latitude                    : 35 deg 55' 2.24"

GPS Longitude Ref               : West

GPS Longitude                   : 79 deg 2' 57.55"

GPS Altitude Ref                : Above Sea Level

GPS Altitude                    : 0 m

GPS Time Stamp                  : 19:18:06

GPS Processing Method           : NETWORK

GPS Date Stamp                  : 2013:08:23

---- IFD0 ----

Orientation                     : Unknown (0)

Camera Model Name               : Galaxy Nexus

Modify Date                     : 2013:08:23 15:18:11

Y Cb Cr Positioning             : Centered

Y Resolution                    : 72

Resolution Unit                 : inches

X Resolution                    : 72

Make                            : Samsung

---- ExifIFD ----

Create Date                     : 2013:08:23 15:18:11

Date/Time Original              : 2013:08:23 15:18:11

Exif Version                    : 0220

Flash Energy                    : 0

Image Unique ID                 : OAEL01

Exposure Time                   : 1/17

ISO                             : 125, 0, 0

Scene Type                      : Directly photographed

Exposure Index                  : undef

Components Configuration        : Y, Cb, Cr, -

F Number                        : 2.8

Compressed Bits Per Pixel       : 0

Sensing Method                  : One-chip color area

Exposure Program                : Aperture-priority AE

Aperture Value                  : 2.6

Brightness Value                : 0

Subject Distance Range          : Unknown

Shutter Speed Value             : 1/15

Subject Distance                : 0 m

Saturation                      : Normal

Color Space                     : sRGB

Contrast                        : Normal

Metering Mode                   : Multi-spot

Flashpix Version                : 

Exposure Compensation           : 0

Exif Image Height               : 1944

Max Aperture Value              : 2.6

Sharpness                       : Normal

Exif Image Width                : 2592

Focal Length                    : 3.4 mm

Digital Zoom Ratio              : 1

Light Source                    : Fluorescent

Scene Capture Type              : Standard

Flash                           : Off, Did not fire

Custom Rendered                 : Custom

White Balance                   : Auto

Exposure Mode                   : Auto

---- IFD1 ----

Compression                     : JPEG (old-style)

Image Width                     : 160

Image Height                    : 120

Thumbnail Offset                : 1239

Thumbnail Length                : 7164

---- Composite ----

Aperture                        : 2.8

GPS Altitude                    : 0 m Above Sea Level

GPS Date/Time                   : 2013:08:23 19:18:06Z

GPS Latitude                    : 35 deg 55' 2.24" N

GPS Longitude                   : 79 deg 2' 57.55" W

GPS Position                    : 35 deg 55' 2.24" N, 79 deg 2' 57.55" W

Image Size                      : 2592x1944

Shutter Speed                   : 1/17

Thumbnail Image                 : (Binary data 7164 bytes, use -b option to extract)

Focal Length                    : 3.4 mm

Light Value                     : 6.7

*http://www.sno.phy.queensu.ca/~phil/exiftool/ (Also available through the BitCurator environment)



Jonathan Larson Fast Save Example

http://www.nypl.org/blog/2011/04/22/no-day-today-look-jonathan-larsons-word-files
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Veeco Instruments. http://www.veeco.com/library/nanotheater_detail.php?type=application&id=78&app_id=34



Three Complicating Factors:

1.Medium Failure / Bit Rot

2.Obsolescence

3.Volatility



ÂPreventing measures can help (proper 

storage and handling), but bits on a given 

medium will eventual flip or become 

unreadable

ÂBit rot and advantages of newer media both 

call for periodic refreshing and reformatting

ÂEnsuring the integrity of the bit stream when 

transferring from one medium to another is 

extremely important

Bit Rot



Obsolete power corrupts obsoletely.

- Ted Nelson 

The technology associated with interpreting the 

representation at each of the layers can change 

or become less available

Obsolescence



Â Some types of data change much more quickly and often 

than others

Â Important to recognize in order to recover data from a 

computer system or media, while ensuring that actions 

donôt make irreversible changes to their record 

characteristics

Â Example: If the contents of the browser cache are 

important to you, capture the cache before using the 

browser

Order of Volatility



Digital Forensics in Libraries, 

Archives and Museums (LAMs)

Â In recent years, LAMs have been applying  

various digital forensics methods, for 

example:
Ãuse of write blockers

Ãgeneration of disk images

Ãapplying cryptographic hashes to files

Ãcapture of Digital Forensics XML (DFXML)

Ãscanning bitstreams for personally identifying 

information



Need for Adaptation of Digital Forensics 

Tools and Tasks for LAMs

ÂExisting digital forensics tools provide 

valuable functionality, but they donôt always 

fit well into primary workflows of LAMs.

ÂFor example, LAMs are particularly 

concerned with:
Ãstructure and persistence of metadata

Ãprovisions for providing public access to data

Ãsupport for older technologies (e.g. floppy 

disks, HFS) 



Theyôre using a lot of this stuff:



Hereôs what it looks like in libraries and 

archives:



Stanford University Libraries and Academic 

Information Resources (SULAIR)



British Library, London



UNC School of Information and Library Science

(Manning 213)



Porter Olsen, Building a Digital Curation Workstation with BitCurator (update )
http://www.bitcurator.net/building -a-digital -curation -workstation -with -bitcurator -update /

http://www.bitcurator.net/building-a-digital-curation-workstation-with-bitcurator-update/


http://www.bitcurator.net/docs/bitstreams-to-heritage.pdf



http://www.bitcurator.net/wp-content/uploads/2014/11/code-to-community.pdf



Â Funded by Andrew W. Mellon Foundation

ÃPhase 1: October 1, 2011 ïSeptember 30, 2013

ÃPhase 2 ïOctober 1, 2013 ïSeptember 30, 

2014

Â Partners: School of Information and Library 

Science (SILS) at UNC and Maryland Institute for 

Technology in the Humanities (MITH)



Core BitCurator Team

ÂCal Lee, PI

ÂMatt Kirschenbaum, Co-PI

ÂKam Woods, Technical Lead

ÂPorter Olsen, Community Lead

ÂAlex Chassanoff, Project 

Manager

ÂSunitha Misra, Software 

Developer (UNC)

ÂKyle Bickoff, GA (MITH)

Â Amanda Visconti, GA (MITH)



Two Groups of Advisors
Professional Experts Panel Development Advisory Group

Å Bradley Daigle, University of Virginia Library

Å Erika Farr, Emory University

Å Jennie Levine Knies, University of Maryland

Å Jeremy Leighton John, British Library

Å Leslie Johnston, US National Archives and 

Records Administration

Å Naomi Nelson, Duke University

Å Erin OôMeara, Gates Archive

Å Michael Olson, Stanford University Libraries

Å Gabriela Redwine, Beinecke, Yale University

Å Susan Thomas, Bodleian Library, University of 

Oxford

Å Barbara Guttman, National Institute of Standards 

and Technology

Å Jerome McDonough, University of Illinois

Å Mark Matienzo, Digital Public Library of America

Å Courtney Mumma, Artefactual Systems

Å David Pearson, National Library of Australia

Å Doug Reside, New York Public Library

Å Seth Shaw, University Archives, Duke University

Å William Underwood, Georgia Tech



BitCurator Goals

ÂDevelop a system for collecting professionals 

that incorporates the functionality of open-

source digital forensics tools

ÂAddress two fundamental needs not usually 

addressed by the digital forensics industry:

ÃIncorporation into the workflow of LAM ingest 

and collection management environments

ÃProvision of public access to the data



BitCurator Environment*

Â Bundles, integrates and extends functionality of open source 

software

Â Can be run as:

ÃSelf-contained environment (based on Ubuntu Linux) 

running directly on a computer (download installation ISO)

ÃSelf-contained Linux environment in a virtual machine using 

e.g. Virtual Box or VMWare

ÃAs individual components run directly in your own Linux 

environment or (whenever possible) Windows environment

Â Weôll be looking at specific BitCurator tools and functions later

*To read about and download the environment, see: http://wiki.bitcurator.net/



BitCurator-Supported Workflow

See: http://bitcurator.net

ÅAcquisition

ÅReporting

ÅRedaction

ÅMetadata Export





BitCurator Consortium

ÂContinuing home for hosting, stewardship and 

support of BitCurator (and BitCurator Access) 

tools and associated user engagement

Â Administrative home: Educopia Institute

Â Funding based on membership dues

Â Institutions as members, with two categories of 

membership: Charter and General

Â The most important member benefit is 

assurance that the BitCurator software will 

persist in future years

http://www.bitcurator.net/bitcurator-consortium/

http://www.bitcurator.net/bitcurator-consortium/




So letôs now look at specific 

curation actions and processesé 



Write Blocking ïOne-Way Streets for Data

Å Ensures that data can be read from the device, but 

no bits can be changed

ÅDoesnôt just prevent changes conscious made by 

user but also changes made by the system

Å Options for write blocking (in order of most to least 

certain to prevent writes to the drive):

ïDedicated write blockers

ïWriting blocking tabs or settings

on the device itself

ïSoftware-based write blocking

Image source: http://thinng.com/1555-one-way-sign-seat



Dedicated Hardware Write Blockers



http://en.wikipedia.org/wiki/File:Floppy_tabs_3x2.jpg

5.25 Inch Floppy ïIf light can get through, itôs not write 

protected



http://www.techmint.info/2009/09/security-write-protecting-floppy-disks.html

3.5 Inch Floppy ïIf light can get through, it 

is write protected



Example of Software Write Blocking ïMounted Devices set to Read-Only by Default



Â Getting an image of a storage medium involves working 

at a level below the file system

Â Can get at file attributes and deleted files not visible through higher-

level copy operations

Â Most commonly used tool is dd (or variant) - UNIX program 

for low-level copying and conversion of data from a storage 

device

Â More specialized tools for creating forensic images include:

Â FTK Imager

Â Guymager

Â Imaging utilities in commercial applications (e.g. EnCase)

Getting below the File System ïLow -Level 

Copying



Main Acquisition Interface for Guymager







Â Mount them like regular drives:

ÃDisk Utility in Mac OS X (for ISO images)

Ãewfmount

ÃMagicDisc (for ISO images)

ÃOSFMount

ÃBitCurator (mounting scripts built into the 

environment)

Â Inspect them as forensic objects

ÃFTK Imager

ÃThe Sleuth Kit (TSK)

ÃBitCurator (Disk Image Access tool)

Two Ways to Interact with Disk Images



Mounting a Forensically Packaged Disk Image in the BitCurator 

Environment



Exporting Files from a Disk Image



Identifying Potentially Sensitive Data using Bulk Extractor - Scanning Options

See: http://www.forensicswiki.org/wiki/Bulk_extractor


