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Good afternoon, | am Dan Noonan, the Digital Preservation Librarian for The Ohio
State University Libraries, and an incoming member of the NDSA'’s Coordinating
Committee.
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WHO ARE WE?

Levels of Preservation Working Group
Levels of Preservation Revision

m  Leads: Karen Cariani and Dan Noonan
o Implementation

National Digital Stewardship .
Alliance: is a consortium of more than °
220 partnering organizations, including

universities, professional associations, = Leads: Corey Davis and Abby Adams

businesses, government agencies, and o Assessment

nonprofit organizations, all committed to = Leads: Carol Kussmann and Amy Rudersdorf
o Curatorial

the long-term preservation of digital = Lead: Bradiey Daigle
information; an outgrowth of the Library Teaching, Outreach and Advocacy
of Congress’ National Digital Information = Lead: Helen Tibbo
Infrastructure and Preservation Program

(NDIIP)

]

NDSA is a consortium of more than 220 partnering organizations, all committed to
the long-term preservation of digital information.

These revision efforts were handled by a large cadre of volunteers via the sub-
groups listed here.
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From the call for participant’s in early 2018 to the debut of version 2.0 at iPres and
DigiPres this fall, this process took approximately a year-and-a-half.

Granted this does not include the pre-planning by NDSA’s Coordinating Committee,

nevertheless this is a pretty impressive feat from my experience in working on
national and international workgroups.
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GUIDING PRINCIPLES

e Cover all the key technological topics, but also be
simple and practical as far as specific and
immediate actions

e Agnostic approach that stresses common practice
vs. local protocols

e Avoid details that require revision in the near-term
Establish consistency

e Discuss, listen carefully, consider, decide, carry on...

http://ndsa.org | http://bit.ly/NDSA-LODP | https://osf.iolqgz98/
é%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%

PP Yot Yo oo Yo o %o U2 o Yo oo Uo 4o U ¥o Yo o o o 42 o Ho 90 Ho 0 90 90 0 90 0 §0 60 H0 90 50 J0 50 50 50 50 90 §o 90 50 Jo 60 J0 90 50 90 5 90 90 Jo 90 Jo 90 50 Jo 50
RABRRARBRBRARRRRBRBRARDRABRARBRRBRABRARRARBRARRRRRRARRDRRBRARRRRNBRD
RLBRBRBRLRL YRR BB BB HLRARDRLRRBLRLLRLRRLBR BB LR LRRBRBRRBLRRLRLRRBRBHRR

In 2013, with NDSA'’s unveiling of the Levels of Digital Preservation, Version 1—
created through the work of a group that included our very own co-presenter Trevor
Owens—Meg Phillips noted that the Levels are “...a tiered set of recommendations
on how organizations should begin to build or enhance their digital preservation
activities. A work in progress....”

| would stress the use of “a work in progress” as it is intended that this matrix is not
a static document; they even called it version 1.

The Levels are meant to address the technological aspects of digital preservation,
not digital preservation policy for example.

We stressed the need for an agnostic approach to the concepts used within the
matrix that emphasizes common practices and understanding, and not particular
local practices.

As an overarching strategy, we worked hard at bringing a sense of consistency
across the functional areas and levels.

We entered this process with the expectation for much discussion, where folks
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actively listened, were considerate of one another, and were making decisions, even
if the decision was to move on and come back later.
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THE REVIEW PROCESS...
e Members: e Process:
o calls averaged 10 members - o regular calls, ongoing
attendees varied discussion, individual
e Objective: assignments between calls
o practical, actionable, and followed by more discussion,
scalable guidance; accessible intermittent reviews
both to those just getting started ¢ Review (lots!):
and those with fully o internally (other working groups)
implemented digital o externally (original authors,
preservation programs broader invitations to review)
http://ndsa.org | http://bit.ly/NDSA-LODP | https://osf.iolqgz98/
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The Revision Subgroup, for which | was Karen Cariani’s co-chair, was charged with
the actual updating of the Levels’ matrix.

The central objective was to make sure the actions identified in each cell of the
matrix are practical, actionable and scalable guidance, not only for those with fully
implemented digital preservation programs, but also (and maybe even more
importantly) for those just getting started.

In addition to our regular virtual meetings, we spun-off some specific task groups
that met between meetings to tackle various aspects of the work.

We reviewed LOTS:

« Amongst our team

» With other work groups

» Externally with broader community,
« And with the key original authors.
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LEVELS OF DIGITAL PRESERVATION V2.0
B e L = - -

Have two complete copies in separate locations

Document all storage media where content is stored

Have three complete copies with at least one copy in
a separate geographic location

Document storage and storage media indicating the

Have at least one copy in a geographic location with
a different disaster threat than the other copies

Have at least one copy on a different storage media

Have at least three copies in geographic locations,
each with a different disaster threat

Maximize storage diversification to avoid single

Build relationships with content creators 1o

encourage sustainable file choices

Storage Put content into stable storage resources and dependencies they require to function |type points of failure
Track the obsolescence of storage and media Have & plan and execute actions o address
, software,
media

Verity integrity information f it has been provided | Verify integrity information when maving or copying | Verity integrity information of content at fixed Vertty integrity information in response to specific

with the content content intervals events or activities

Generate integrity information if not provided with the | Use write-blockers when working with original media |Document integrity information verification processes | Replace or repair corrupted content as necessary
Isenchy content and outcomes

Back up integrity information and store copy ina
Virus check all content and for from the Periorm audit of integrity information on demand
as needed

Determine the human and software agents that Document the human and software agents logs the human Parform logs
Control should be authorized to fead, write, move, and delete |authorized to read, write, move, and delete contenl | agents that performed actions on content

content and apply these

i y of content, als Store enough data 10 know what the content is | Determine what metadata standards to apply Record pr ion actions
current storage locations: (this might include some combination of and when those actions oocur
administrative, technical, descriptive, preservation,  |Find and fill gaps in your metadata to meet those

Backup inveniory and store at least one copy and structural) standards Implement metadata standards chosen

separately from content

Document file formats and other essential content | Veriy file formats and other essenfial content Monitor for obsolescence, and changes in Perform migrations, normalizations, emulation, and

characteristics including how and when these were [characistics technologies on which content is dependent similar activities that ensure content can be
Content identified accessed
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And here it is version 2.0 — and yes | expect y’all to be able to read this in detail —

well not really and that is why | have the link provided on most of these slides.
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REVISION PROCESS

e Reviewed and updated column labels:
o Protect>Know>Monitor>Repair Your Data =
Know>Protect>Monitor>Sustain Your Data

e Reviewed and updated row labels (Functional
Area):

o Storage and Geographic Location =» Storage
File Fixity and Data Integrity = Integrity
Information Security = Control

Metadata = Metadata

File Formats = Content

O O O O
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While we were not starting with a “clean slate” we did struggle with where to start.
Do we start with the Levels and Functional Area labels? OR
Do we start with the content of the cells?

Ultimately, it was a little bit of back and forth. We did start with the labels, but then
backed off as we felt we needed to address the content within the cells to see how
they aligned to the labels.

This eventually lead to a re-alignment of the columns. In v1.0 the columns were
Protect > Know > Monitor > Repair your data.

In v2.0 we felt it was more important to “know” your data before one is able to
adequately “protect” it. Further, that from a preservation point of view we want to be
able to not only repair our data, but sustain our data; therefore the progression is
now Know > Protect > Monitor > Sustain Your Data.

We discussed at length the actual purpose of each of the Functional Areas, but feel

we have adequately restructured them for simplicity, as well as extensibility.
Therefore we made the following changes:
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Storage and Geographic Location in now just Storage

 File Fixity and Data Integrity is now more fully encompassed within Integrity
 Information Security was really about Control of our content

* Metadata is well just Metadata

* And File Formats is more broadly conceptualized as Content
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REVISION PROCESS

o Highlights:

o Collaborative community effort

o Relied on survey feedback

o Considered adding
documentation row

o Vocabulary check

o Metadata options - revisited
multiple times

o Alternative view
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As previously noted this was clearly a collaborative community process.

We relied upon survey feedback conducted by other workgroups, as well as our
own.

We considered adding a functional area for “Documentation” but ultimately felt that it
was out of scope for the matrix .

We constantly struggled with vocabulary. We’d make proposed changes, come
back a week or so later, struggle some more over content, propose some more
changes (or changes back); and then maybe go through the same process a few
weeks later. Heck, | don’t even remember how many times we revised the metadata
row at this point.

It was clear that vocabulary and verbiage was important enough that we have
created a set of working definitions. Even calling that “working definitions” vs
“glossary” or some other term was up for debate.

Finally, we also created the matrix as a table that can be re-arranged, and have
provide one alternative view.
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V2.0 ALTERNATIVE VIEW

Storage Integrity Control

|Generata integrity information if not provided
with the content

Put content into stable storage
Virus chack all content and isolate content for
quarantine as nesded

separately from content

Metadata Content
Level 1 Have copies in separate locations (Verily integrity jon if it has i gents that |Creats inventory of contert, also documenting | Document file formats and ot
(Know your content) with the content should be authorized to read, write, move, and | current siorage locations content characteristics includin
Document all storage media where content is. delete content these were identified
stored |Backup inventory and store at least one copy

Level 2 Have three compiete copies with at leastone | Verify integrity information when maving or Document the human and software agents
(Protect your content) | copy in a separate geographic locaton copying content autharized 10 read, write, move, and delete
content and apply these

Store enough metadata 1o know what the
content is (this might include some combination
of administralive, technical, descriptive,

Verify file formats and ather es:
characistics

Maximize storage dversification 10 avoxd single | Repiace of repair comupled content as
points of failure necessary

Have a plan and execute actons to address
obsolescence of storage hardware, sofware,

and media

Impiement metadata standards chosen

Document siorage and storags indicating |Use 9 g presorvation, and structural) Buid relationships with content
the resources and they requre 1o [media encourage sustainabie fie choi
function

[Back up integrity information and store copy ina
separate location from the content

Level 3 Have al copy y intogrity content at fixed | Maintain logs and idenilfy ihe human and 10 apply | Monior for and

(Monitor your content) |with a difierent disasier ihreal than the other  |intervals software agents that performed actions on technalogies on which content
copies content Find and fil gaps in your metadata io meet

[Document integrity Information verification those standards
Have at py on a different storage
media type
Perform audit of integrity information on demand
Track the cbsalescence of siorage and media
Level 4 Have at least three copios in geographic Verity fodty in responsa to o of logs < iated with | Parform migrations, normaizat
(Sustain your content) | locatons, each with a different disaster thveat  [actvities |content and when (oOse actions oocur

and similar activities that ensur
accossed
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This alternative view flips the columns and rows, where one can read across a row
for all Functional Areas for a particular Level. In theory, this could be sorted with

Level 4 at the top.
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IMPLEMENTATION

» Objectives
o To create a document that guides users on how to best utilize the
LoDP matrix
o To anticipate questions on how to use the LoDP matrix
o To frame the goals of the LoDP matrix, and place the structure in
context of good digital preservation practices
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The Implementation Subgroup was created to explore the use and adaption of the
Levels framework to implement or improve digital preservation infrastructure,
administration, and maintenance.

Further, the group was charged with developing guidance, based upon the results of
this exploration and the revised matrix, for the use of the Levels.
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IMPLEMENTATION

Using the Levels of Digital
Preservation: an overview for V2.0

e Using the Levels of Digital
Preservation: an overview for
V2.0

o Introduction and Background
o Purpose
o Recommendations for Implementation QP
m Education and Advocacy NDSAdb
= Planning and Assessment i PP
Working Definitions (terms in levels) T
o https://osf.io/lvnc32/
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To this end, eventually a collaboration between the Levels Revision and
Implementation subgroups led to this document which provides an introduction and
background to contextualize the Levels matrix. It goes on to provide
recommendations for implementation, and supplies the working definitions for terms
used within the matrix.
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ASSESSMENT

Assessment of Use of the NDSA Levels

e Reviewed how others were using the of Preservation
Levels as an assessment tool
e Found multiple ways organizations
were using the levels as an assessment
NDSA%
e Documented findings in a report:
https://osf.io/47kgm/ o
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The Assessment Subgroup was charged with investigating the use and adaption of
the Levels as an institutional benchmarking tool for identifying gaps in practice, an
assessment of digital preservation readiness, as well as to review progress.
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ASSESSMENT TOOL

e Created to provide users a
template to use for assessing
which components of the levels [
they have completed, are
working on, or have not started
working on.

e Is notthe ONLY way to do an
assessment, just one option.

e https://osf.io/m2fek/
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To that end, in addition to the report, the working group devised an initial
spreadsheet based tool.

It is developed with conditional formatting to create a “heat map” type of result. The
user enters

« 2 if the item has been Achieved
« 1ifitis a Work in Progress, or
« 0 if it has not been started

The results provide a visual representation of what is being done, and what might be
something to focus next efforts on.

Keep in mind most institutions and organization will not necessary progress in lock
step “up” the levels or even necessarily complete each aspect of a functional area
before progressing to the next level. That is why this tool can be useful in easily
visualizing those gaps.
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CURATORIAL

Collection

e Creating a curatorial overlay to the Development

Levels of Preservation

e Curation lifecycle activities ,
addressed: DIGITAL PRESERVATION

o Collection development (including
appraisal and acquisition)
o Collection management:
m  Security
m Intellectual access
m Technical access
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The Curatorial Subgroup was tasked with exploring a new angle on the use of the
Levels, that of a non-technological decision-making overlay or layer, which will allow
curators and collections stewards to make initial preservation decisions that map to
the Levels.

They have had a heavy lift of defining what “curatorial” means in this situation and
how to utilize it in this overlay of the Levels.

In the end the came up with four curatorial viewpoints
» Collection development (including appraisal and acquisition)
» And three for Collection Management:

» Security

* Intellectual access

* Technical access

The application of the curatorial layer is not meant to be strictly linear, but is
designed to be useful at any point in curation. The workgroup is in the process of
developing exemplary workflows for consideration, which we do not have time today
to demonstrate.
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POTENTIAL USE CASES

® Assessing the capacity and readiness of a digital preservation program. Whether for purposes of benchmarking, gap
analysis, program planning and growth, accreditation, resource allocation, or other, the Levels of Preservation can be
a useful tool for evaluating the current state of a digital preservation program and its ability to steward digital
resources over time.

® OQutreach and education about technology issues surrounding the preservation of digital content. Digital preservation
can be a complex and highly technical activity, complete with its own jargon. For the unfamiliar, even technologists,
some of the concepts can be difficult to grasp or differentiate from similar, related concepts. The Levels of
Preservation are a helpful way to simplify and breakdown the core technology issues surrounding digital
preservation.

® Appraisal is an effective and necessary tool that enables curators to preserve more collections over a longer period
of time. While some organizations are mandated to collect and preserve specific materials, many others acquire
collections through donation and purchase and have flexibility in what they retain. The Levels of Preservation offer a
flexible way for curators to assign appraisal values at whatever level is appropriate for the resource at hand, even
mixing appraisal values within the same collection for different resources.

http://ndsa.org | http://bit.ly/NDSA-LODP | https://osf.iolqgz98/
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Based upon the existing work of the aforementioned work groups we have already
begun to identify use cases for the Levels of Digital Preservation. From:

Assessing the capacity and readiness of a digital preservation program... TO

Outreach and education about technological issues surrounding the preservation of
digital content... TO

Being a flexible way for curators to assign appraisal values at whatever level is
appropriate for the resource at hand, even mixing appraisal values within the same
collection for different resources...

Certainly, this list is not exhaustive.
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NEXT STEPS

e Promotion
o Conference/Meetings presentations

>
o Webinars 7 11
o Poster sessions AR .
e Begin Feedback loop to gather \\

suggestions future iterations of the
Levels
e Teaching, Outreach, and Advocacy

S u bg rou p This Photo by Unknown Author is licensed under CC BY-SA
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Finally, it is time to begin to promote, as we are today, the revised Levels. In
addition to presenting at conferences and meetings, we are developing a webinar
and a strategy for poster presentations at conferences this next year.

It is also time to establish a regularized feedback loop to gather suggestion for
future iterations and refinements of the Levels

To facilitate this work we are spinning up the latest subgroup, Teaching, Outreach,
and Advocacy, which will also explore the use and adaption of the Levels as a
teaching tool for understanding digital preservation concepts and pragmatic use,
and to advocate for preservation resources.
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Thank you!
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